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Tip 1: Treat FOIA as a Puzzle to be Solved

* Embrace the challenge and seek creative solutions in the FOIA
arena

* There 1s always another approach to try
e “No” doesn’t always mean no
* You are player one, with unlimited lives

* You can coordinate with others



FOIA is a New But Familiar Puzzle (1)

* Facing a relatively unknown system
o Exploration and mapping
* Feeling out the structure and defenses

. Devising ways to overcome them



ZORK (1980s),
successor to
Colossal Cave

Adventure
(1976-77)



FOIA is a New But Familiar Puzzle (2)

Exploration

Puzzles / Complex riddles
Strategy board games

An information scavenger hunt
Pattern Recognition

Cryptology

Traffic analysis

e The process of extracting information from patterns in the flow of communications



US Navy Cryptanalytic Bombe — World War |l



A Few Examples of Useful Requests

* Incident Logs

* Committee mtg minutes
* Commuttee agendas

* Lists of internal reports

* Intranet pages

* Film/video catalogues

e [ist of training videos

* Weekly update emails

* Talking points

* Omitted serial # docs

* FOIA Logs

* MDR Logs

* Tech Report Bibliographies
* Media Inquiry Logs



More Examples of Useful Requests

* Digital copy of a specified database

* Transition briefings for the incoming administration
* Listing of investigations closed in 20XX

* Copies of the reports from closed investigations

* Each list of handbooks, manuals and guides

* Congressional inquiry logs

e [ist of oral histories maintained at the agency



Still More Examples of Useful Requests

* Periodic internal reports on an activity (weekly/bi-

weekly/monthly/quarterly/semi-annual /annual)

* Agency employee newsletters

* Deskbooks or desk guides
* Ethics waivers

* Listing of audit reports

* Strategic Plans



More Examples of Useful Requests

 [ist of theses and dissertations of government col]

€ZCS

* 10 oldest FOIA pending requests or FOIA appea
* Title pages of the 10 oldest classified documents

* IG "Management Alerts” during 20XX

* FBI File on [significant person or organization]

. Vintage Security Posters

LS



State Listings of rejected vanity license plate applications



For more request ideas and strategies
see Government Attic and other sites



Tip 2: Reformulate Your Need for Information
Into a Records Request

* Don’t ask questions, Ask for records.

. Figure out which records they must have versus may have.

* E.g., if they respond to Congressional inquiries, they keep a log;

anything with serial numbers has a log
* There are always lots of periodic reports.

* Records describing other records are very useful (index, list,

inventory, bibliography, log, etc.)



Tip 3: FOIA Ideas Are Everywhere

* Read between the lines
* in News stories
* 1n Agency reports, agency contracts
* in Congressional Budget Justifications (agency asking for money for...)

* 1in Electronic Data Inventories (EDIs)

e Statistics and data means that databases and records exist,



Tip 4: Tap Agency Enterprise Data Inventories

* EDI: complete list of data assets generated/managed/used by an agency
* Names, description, access link, update frequency, metadata, owners
* 24 federal agencies are required by law to publish EDI'’s, but others do also

* Data.gov alone holds 298,016 federal/state/local datasets
* But this is only those datasets that are published; others are available via FOIA

e EDI’s are sometimes posted at data.agencyname.gov or
agencyname.gov/data or through a search



Agencies have posted their Data Inventories, often in JSON file format,
which you can convert to Excel or CSV
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Tip 5: To Know Where to Look, Understand

Agency Functions and Responsibilities

* Discover agency roles and pinpoint pertinent agencies
gency pmp P g

* Multiple agencies might intersect with a single topic

* People asking for records on a topic often know the agency players
e If not, you can ask other people who are interested in that topic
e Use news and internet searches to find the responsible agencies for a topic

* Org charts can tell you what parts of the agency are involved



Tip 6: Nawvigate FOIA.gov to find Agency
FOIA Contacts and to File Requests

. Agencies can make it hard to find FOIA contacts on their websites

* Some agencies hide the addresses or provide conﬂicting addresses on their website

* FOIA.gov 1s a great starting point to locate agency FOIA contacts
* Go to the agency page and look on the left hand side

. Nearly every state provides a complete list of state agencies
e State and Local agencies websites often provide a FOI point of contact

* The rules vary by state — check
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Reporters’ Committee Open Government Guide



Tip 7: Maintain a Copy of Each Request You
Submit, Even Portal Requests

* Some agencies will respond without mentioning the subject of the request
* Some agencies require a copy of the request “letter” to file an appeal
* Keep copies of interim communications to/from the agency

* The acknowledgement letter provides a case number to help n traeking



Tip 8 Try to Use Agency FOIA Portals,
Despite the Extra Burden

* Some agencies push you to use their FOIA portal

e Portals offer useful tracking features and more direct comms with the agency

* But some require registration, authentication, password churn

e Most agencies permit letters or email as alternatives to FOIA portals

* Most portals allow you to view the list of your pending requests



Typical Agency FOIA Portal



Many public records requesters regard nonprofit organization website Muckrock.com as a
convenient way to file requests with federal, state and local agencies



Tip 9: Monitor Your Requests on a Tracking

Spreadsheet
Here are some suggestions:
* Agency Name * Date Acknowledged
 FOIA Case Number * Response Date
* Agency POC * Appeal Date
* Subject of Request * Appeal Case Number
e Status Check Result » Notes Field

e [ast Statrus Dare



Tip 10: Ask For Estimated Completion Dates

* Agencies are required by law to provide an ECD, but some won't
* Even so, you can also ask for queue position (e.g., 12th out of 137)
* The ECD is an estimate only — it’s not binding

* [t operates as a way to keep requests from being forgotten



The Freedom of Information Act ... requires agencies to
provide a requester with an estimated date of completion
(EDC) by which the agency expects to complete work on a

request when the requester asks for one.

National Archives and Records Administration



Tip 11: Respond Promptly to “Still Interested”
Letters to Avoid Closure

e Caution: Sometimes the "ask’ is buried in a letter or email

* Make sure your expression of continued interest s clear and prompt
* If you don't respond within 30 days, the agency can close the request

* If they cancel your request, you can ask them to reopen it and they will
* Providing requesters less than 30 days notice violates DOJ guidelines

* If you get a “Still Interested” letter, you can ask the agency for an Estimated
Completion Date and/or queue position



T1p 12: Keep FOIA Requests Concise, Specific and
to the Point

* Avoid unnecessary details and excess language

* Keep requests specific rather than using “any and all” (exception: FBI)

* Identify specific agency offices likely to have the records (use org charts, etc.)
* Set a reasonable timeframe (e.g., Jan 2022 to present)

* Anticipate reasons for denial: e.g. ask for “each list” rather than “the list”

* Learn from the subjects of successtul requests from others, and adopt similar
strategies

e If relevant, submuit requests to multiple agencies to cover all bases



Tip 13: Lock Down Your Fee Category

* Specity your fee category in your request and justify it

* For instance: As an mndividual making a noncommercial request, I fall under
the "All Other Requesters” fee category, and I am willing to pay up to 50 if

required,
* In practice, most non-commercial requests no longer get charged fees

. Agencies are not permitted to 1Impose search fees for noncommercial requests

processed after the 20/30 day deadline

e A few ageneies will automatically assign the costly commercial fee category



Tip 14: Avoid Asking For a Fee Waiver

e The current fee structure gives no real advantage for fee waivers

* Noncommercial requesters are not charged search fees after 30 days, review fees never

. Duplication fees are rare in the digital era
. Agencies can and do use fee waiver requests as grounds to delay processing
. Paradoxically, a fee waiver request can increase the costs of a request

e Possible exceptions: news organization or nonprofit sroups
P g P group



Tip 150 Manage Difficult Requests Using Negotiation

* Identify and leverage the processing challenges faced by the FOIA Office

e Discuss to learn which records are simpler to retrieve or process

* For example, the earlier years of the data may be paper in boxes in storage — Just get
the more accessible data as a first cut

e A spreadsheet may have one column that contains lots of personal data to redact -
offer to forego that column entirely

* Collaborate with the FOIA Officer -- help them out but get what you want
e Aim for a win-win outcome

e Start with a smaller portion of the request — you can go back for more later



Tip 16: Understand the FOIA Office’s
Challenges Related to Your Request

* Initiate early discussions for complex, non-standard requests

* Ask about specific hurdles your request may cause

* Demonstrate flexibility and offer viable solutions to adjust your request

* Build rapport —- foster a positive relationship

* Consult with the Agency’s FOIA Public Liaison for guidance and discussions

* Some agencies’ FOIA staff are extremely helpful; others are not



Sidebar: Administrative Processing Notes

* You can use FOIA to get administrative processing notes and emails to learn
what’s going on behind the scenes

* Typical language: "/ request the following records in the agency FOIA
Office: a copy of the contents of the admunistrative tracking file for my
request 24-xxxxx, such as tracking notes, processing notes, memos, etc., and
also any emails to, from, or within the FOIA office mentioning this request
number.”

* You may discover a lengthy back and forth exchange discussing reasons for
the delays, or if certain records are to be considered responsive to your request



Tip 17: Limit the Scope of Your Request (1)

e Limit the records timeframe; select certain offices for search
* Requesta sample set — a follow up request can ask for more
e Exclude problematic spreadsheet columns or data fields

* Try asking for only the title/cover page, and first 10 pages of each document



Tip 17: Limit the Scope of Your Request (2)

* For extensive/complex documents, ask for just the table of
contents

 For emails: omit attachments, compﬂations of news clips,
calendar notices

e For period reports, ask for the three most recent examples

* Resist unhelptul agency suggestions to narrow a search by

combining keywords with AND instead of OR
* This can hobble your request



T1p 18: Challenge “INo Record” Responses by
Demonstrating That Records Exist

* Provide proof or instances of the records being mentioned or released
e Conduct site—specific searches on the agency website
* Review agency budget requests (CBJ’s) and annual reports

e Internet and news database searches, archive.org full text search,
hathitrust.org, Worldcat.org, etc.

* Explore repositories: Government Attic, The Black Vault, Document Cloud
* Search federal contract data on USAspending.gov



Tip 19: Ensure Agencies Provide Usable File

Formats

* Request high quality scans at adequate resolution (dpt)

* Challenge the mindless color scans of b/w pages

* Insist on native file formats if needed for better useability
e Ask for black redactions, not white redactions

* Appeal or challenge locked files or files with restrictions

. Challenge agencies that use colored boxes for redactions, or add
a spiderweb of lines connecting exemptions to text content



Source: Muckrock.com 2023 Foilies Awards; Investigative Journalist Jason Leopold
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Tip 20: Appealing Denials 1s Often Effective (1)

* It's important to take the time to make a good case for your appeal
* Understand the exact reasons for the withholding
* Consult the applicable section(s) of the DOJ FOIA handbook (online) to

help determine if the denial was justitied

o If you received a “no records” response, scrutinize the request language for
overly technical interpretation or parsing of the request language



Appealing Denials 1s Often Effective (2)

* Engage with participants on the FOI-L email listserv for advice
* Highlight any public interest factors that support release of the records
* The passage of time sometimes can make the records more releasable

* Collaborating with Bing Copilot can be helptul in re-wording the appeal

story more clearly and persuasively, and folding in usetul arguments



Appealing Denials 1s Often Effective (3)

Some questions you can raise: Did the agency:

* ...describe applying the required foreseeable harm test?¢

* ...describe applying the required presumption of openness¢

* ...describe considering use of its discretion to release records¢

* ...release all segregable releasable portions¢

e ...release all factual materials within materials deemed deliberatives¢

* ...act in the public interest when it denied access¢

* ...act reasonably in its decision¢

* ...fail to recognize that similar records have been previously released?¢



Bonus Tip: Share Records and Collaborate for

* Share findings

Greater Impact

* Leverage expertise n interpreting complex requests

e Crowdsource analysis of the records

. Agencies can impee

e a request, but it’s harder to block 2 or 3

* You can file paralle

 requests for the same thing with others

— permissible as long as you are not doing it to evade fees



FOIA Bill of Rights:
An Idea Whose Time Has Come



Proposal for a FOIA Bill of Rights

COMMUNICATION AND TRANSPARENCY

1) Requesters have the right to a response letter that includes the case number,
the subject of the request, and the administrative appeal rights.

2) Requesters have the right to an estimated completion date and their
position in the processing queue upon request.

3) Requesters have the right to know the total number of pages withheld
from a partial or full denial.



FOIA Bill of Rights

OPENNESS AND FAIRNESS

Requesters have the right to have requests processed in accordance with the
presumption of openness, and the foreseeable harm test applied.

Requesters have the right to seek email searches without undue constraints.

Requesters have the right that release decisions are based on actual personal
examination of responsive documents and not solely on second-hand
information or speculative or hypothetical judgments.



FOIA Bill of Rights

RECORD QUALITY

7) Requesters have the right to receive records not locked or encumbered by
file restrictions, unless a legitimate reason for doing so exists.

8) Requesters have the right to released records scanned with reasonable care,
and with reasonable image quality under the circumstances

9) Requesters have the right to recerve digital records in the format of their

choice, if the agency can produce that format without extraordinary effort.



FOIA Bill of Rights

PROCESSING TIMELINESS

10) The agency must process referred or remanded requests according to the
original submuttal date.

11) The agency must retrieve requested records promptly after submission, to
avold loss or destruction of records if there is a lengthy delay in processing.



FOIA Bill of Rights

FEES

12) Requesters are owed a good faith fee categorization, and agencies should
consult with the requester for clarification of the fee category it the agency
1S uncertain,

13) The agency must not charge noncommercial requesters for review fees.

14) Requesters have the right to a complete and detailed fee breakdown.



Questionss
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