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Tip 1:  Treat FOIA as a Puzzle to be Solved

• Embrace the challenge and seek creative solutions in the FOIA 
arena
• There is always another approach to try
• “No” doesn’t always mean no
• You are player one, with unlimited lives
• You can coordinate with others

2



FOIA is a New But Familiar Puzzle (1)

• Facing a relatively unknown system

• Exploration and mapping

• Feeling out the structure and defenses

•Devising ways to overcome them
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ZORK (1980s), 
successor to 
Colossal Cave 
Adventure 
(1976-77)



FOIA is a New But Familiar Puzzle (2)

• Exploration

• Puzzles / Complex riddles

• Strategy board games

• An information scavenger hunt

• Pattern Recognition

• Cryptology

• Traffic analysis

• The process of extracting information from patterns in the flow of communications
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A Few Examples of Useful Requests

• Incident Logs
•Committee mtg  minutes
•Committee agendas
•Lists of internal reports
• Intranet pages
•Film/video catalogues
•List of training videos

•Weekly update emails
•Talking points
•Omitted serial # docs
•FOIA Logs
•MDR Logs
•Tech Report Bibliographies
•Media Inquiry Logs
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More Examples of Useful Requests

•Digital copy of a specified database
•Transition briefings for the incoming administration
•Listing of investigations closed in 20XX
•Copies of the reports from closed investigations
•Each list of handbooks, manuals and guides
•Congressional inquiry logs
•List of oral histories maintained at the agency
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Still More Examples of Useful Requests

•Periodic internal reports on an activity (weekly/bi-
weekly/monthly/quarterly/semi-annual/annual)
•Agency employee newsletters
•Deskbooks or desk guides
•Ethics waivers
•Listing of audit reports
•Strategic Plans
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More Examples of Useful Requests

•List of theses and dissertations of government colleges
• 10 oldest FOIA pending requests or FOIA appeals
•Title pages of the 10 oldest classified documents
• IG “Management Alerts” during 20XX
•FBI File on [significant person or organization]
•Vintage Security Posters
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State Listings of rejected vanity license plate applications
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For more request ideas and strategies
see Government Attic and other sites

~ 2007, 



Tip 2:  Reformulate Your Need for Information 
Into a Records Request

•Don’t ask questions. Ask for records.
• Figure out which records they must have versus may have.

• E.g., if they respond to Congressional inquiries, they keep a log; 
anything with serial numbers has a log
• There are always lots of periodic reports.  
• Records describing other records are very useful (index, list, 
inventory, bibliography, log, etc.)
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Tip 3:  FOIA Ideas Are Everywhere

• Read between the lines
• in News stories
• in Agency reports, agency contracts
• in Congressional Budget Justifications (agency asking for money for…)
• in Electronic Data Inventories (EDIs)

• Statistics and data means that databases and records exist.
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Tip 4:  Tap Agency Enterprise Data Inventories

• EDI:  complete list of data assets generated/managed/used by an agency

• Names, description, access link, update frequency, metadata, owners
• 24 federal agencies are required by law to publish EDI’s, but others do also
• Data.gov alone holds 298,016 federal/state/local datasets
• But this is only those datasets that are published; others are available via FOIA

• EDI’s are sometimes posted at data.agencyname.gov or  
agencyname.gov/data or through a search
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Agencies have posted their Data Inventories, often in JSON file format, 
which you can convert to Excel or CSV

Home Open Government » Open Data » Data Inventory 

Open Government Home 

Open Government Plan 

Congressional Affairs 

Declassification 

Developer Resources 

Evaluating Our Progress 

FOIA 

Download the Public Data List in .json format 

1 - 20 of 3287 projects <<<First<< Previous I t 2 3 4 s 6 7 8 9 10 I Next>> Last>>> OPEN DAT A afnOJ 



17



18

llll§§LE)ATA.GOV DATA REPORTS OPEN GOVERNMENT CONTACT 

DATA CATALOG -A Datasets -

-A I i1lr / Department of Energy 

Department of Energy 
There is no description for this 

organization 

Followers 

l o 

Topics 

Climate- m 

Datasets 

3.1k 

Topic Categories 

Energy Infrastructure - 0 
Energy Resources - 8 
Energy Conversion - 0 
Energy Demand - 0 
Energy Supply - 0 
Energy ... -0 

Dataset Type 

geospatial -m 
Tags 

_ -m, 
geothermal -cm 

Datasets About 

Search datasets ... 

3,191 datasets found 

U.S. Electric Utility Companies and Rates: Look-up by Zipcode 
(2020) ~ 341 recent views 

Order by: 

Relevance 

This dataset, compiled by NREL using data from ABB, the Velocity Suite and the U.S. Energy 

Information Administration dataset 861, provides average residential, commercial and .. . 

IEDIEDEDEiiD 

Electricity Data and Statistics Application Programming Interface (API) 
~ 143 recent views 

Monthly, quarterly, and annual data on electricity generation, consumption , retail sales, price, revenue 

from retail sales, useful thermal output, fossil fuel stocks, fossil 

EIIEiiDEII 

City and County Energy Profiles ~ 121 recent views 

The City and County Energy Profiles lookup table provides modeled electricity and natural gas 

consumption and expenditures, on-road vehicle fuel consumption, vehicle miles .. . 

Ei!D EiiD EiiD EiiD Ei!D 

City and County Commercial Building Inventories ~ 81 recent views 

The Commercial Building Inventories provide modeled data on commercial building type, vintage, and 

area for each U.S. city and county. Please note this data is modeled and more .. . 

£iiD £ml £iiD £iiD Ei!D Ei!D 3 more in dataset 

U.S. Electric Utility Companies and Rates: Look-up by Zipcode (2022) 
~ 80 recent views 
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Tip 5:  To Know Where to Look, Understand 
Agency Functions and Responsibilities

• Discover agency roles and pinpoint pertinent agencies

• Multiple agencies might intersect with a single topic

• People asking for records on a topic often know the agency players

• If not, you can ask other people who are interested in that topic

• Use news and internet searches to find the responsible agencies for a topic

• Org charts can tell you what parts of the agency are involved
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Tip 6:  Navigate FOIA.gov to find Agency 
FOIA Contacts and to File Requests

• Agencies can make it hard to find FOIA contacts on their websites
• Some agencies hide the addresses or provide conflicting addresses on their website

• FOIA.gov is a great starting point to locate agency FOIA contacts
• Go to the agency page and look on the left hand side

• Nearly every state provides a complete list of state agencies

• State and Local agencies websites often provide a FOI point of contact

• The rules vary by state – check 
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FOIA.gov Thank you for visiting FOIA.gov, the government's central website for FOIA. We'll 

continue to make improvements to the site and look forward to your input. Please 

submit feedback to National.FOIAPortal@usdoj.gov. 

Learn about FOIA v Before you request v Search tool v Create a request Agency FOIA data v CFO Council v Agency login 

Learn about the FOIA 

process 

Use our search tool to 

find public records or 

the correct agency 

Start a request with a 

specific agency 
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Reporters’ Committee Open Government Guide
REPORTERS 
COMMITTEE 
FOR FREEDOM OF THE PRESS 

OUR WORK+ 

I Open Government Guide 

LEGAL RESOURCES + FREE PRESS TOPICS ◄ 

The Open Government Guide is a complete compendium of information on every state's open 

records and open meetings laws. Each state's section is arranged according to a standard outline, 

making it easy to compare laws in various states. If you're a new user of this guide, be sure to read 

the Introduction to the OP-en Government Guide. The Open Government Guide covers state laws. 

We also have a separate FOIA Wiki that covers the federal government. 

See something that needs updating? Please email guides@rcfu.org, so we can fix it! 

Alabama 

Alaska 

Arizona 

Arkansas 



Tip 7:  Maintain a Copy of Each Request You 
Submit, Even Portal Requests

• Some agencies will respond without mentioning the subject of the request

• Some agencies require a copy of the request “letter” to file an appeal

• Keep copies of interim communications to/from the agency

• The acknowledgement letter provides a case number to help in tracking
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Tip 8:  Try to Use Agency FOIA Portals, 
Despite the Extra Burden

• Some agencies push you to use their FOIA portal

• Portals offer useful tracking features and more direct comms with the agency

• But some require registration, authentication, password churn

• Most agencies permit letters or email as alternatives to FOIA portals

• Most portals allow you to view the list of your pending requests
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Typical Agency FOIA Portal

U.S.Depart1nent of the Treasury 

Sign In HelP- • 

FOIA Home How to Submit a Reguest • Submit Reguest FOIA Library_ Reguest Status Fees 

FOIAHome 

Welcome to the Treasury Freedom of Information Act (FOIA) Portal 

This portal allows members of the public to access frequently requested records, submit a FOIA request, and check the status of their outstanding request(s). For further 

information about the Department of the Treasury's disclosure requirements, visit the DeRartment of the Treasu[Y. FOIA site. This portal serves the Departmental Offices (DO), 

Bureau of Engraving and Printing (BEP), US Mint (MINT), Financial Crimes Enforcement Network (FinCEN), Bureau of the Fiscal Service (FS), and Alcohol and Tobacco Tax 

and Trade (TTB). 

View Frequently Requested Records in the FOIA Library 

Many Treasury records are already publicly available. Search or browse the FOIA Library by clicking the link provided or by accessing the "FOIA Library" link in the navigation 

menu. 

Submit or Check the Status of an Appeal, FOIA or Privacy Act Request Online 
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Many public records requesters regard nonprofit organization website Muckrock.com as a 
convenient way to file requests with federal, state and local agencies

Greenfield CA Model Y 

Graham Rapier sent this request to the 

Greenfield Police Department of Greenfield, CA 

Niagara County Clerk's Office 

employees (2022 - 2024) 

The Riford Family sent this request to the Niagara 

County Human Resources of Niagara County, NY 

Psychics 

Dhruv Mehrotra sent this request to the Colorado 

Bureau of Investigation of Colorado 

Request for Your Agency's 2023-2024 
Roster & Salary Data (Centreville 

Police Department) 

Amelia McDonell-Parry sent this request to the 

Centreville Police Department of Centreville, MD 

Request for Your Agency's 2023-2024 

Roster & Salary Data (Calvert County 

Sheriff's Department, Prince 

Frederick) 

Amelia McDonell-Parry sent this request to the 

Calvert County Sheriff's Department, Prince 

Frederick of Calvert County, MD 

Department of Defense support for 

unknown entertainment project 

"Breaking the Silence" 

Brett Carollo sent this request to the Department 

of Defense - Special Assistant for Entertainment 

Media of the United States of America 



Tip 9:  Monitor Your Requests on a Tracking 
Spreadsheet

Here are some suggestions:
• Agency Name
• FOIA Case Number
• Agency POC
• Subject of Request
• Status Check Result
• Last Status Date

•Date Acknowledged
• Response Date
• Appeal Date
• Appeal Case Number
•Notes Field
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Tip 10:  Ask For Estimated Completion Dates

• Agencies are required by law to provide an ECD, but some won’t

• Even so, you can also ask for queue position (e.g., 12th out of 137)

• The ECD is an estimate only – it’s not binding

• It operates as a way to keep requests from being forgotten
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The Freedom of Information Act … requires agencies to 
provide a requester with an estimated date of completion 
(EDC) by which the agency expects to complete work on a 
request when the requester asks for one. 

National Archives and Records Administration
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Tip 11:  Respond Promptly to “Still Interested” 
Letters to Avoid Closure

• Caution:  Sometimes the ”ask” is buried in a letter or email

• Make sure your expression of continued interest is clear and prompt
• If you don’t respond within 30 days, the agency can close the request
• If they cancel your request, you can ask them to reopen it and they will

• Providing requesters less than 30 days notice violates DOJ guidelines
• If you get a “Still Interested” letter, you can ask the agency for an Estimated 
Completion Date and/or queue position
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Tip 12:  Keep FOIA Requests Concise, Specific and 
to the Point

• Avoid unnecessary details and excess language
• Keep requests specific rather than using “any and all”  (exception:  FBI)
• Identify specific agency offices likely to have the records (use org charts, etc.)
• Set a reasonable timeframe (e.g., Jan 2022 to present) 
• Anticipate reasons for denial:  e.g. ask for “each list” rather than “the list”
• Learn from the subjects of successful requests from others, and adopt similar 
strategies
• If relevant, submit requests to multiple agencies to cover all bases
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Tip 13:  Lock Down Your Fee Category

• Specify your fee category in your request and justify it
• For instance:  As an individual making a noncommercial request, I fall under 
the “All Other Requesters” fee category, and I am willing to pay up to $50 if 
required.
• In practice, most non-commercial requests no longer get charged fees

• Agencies are not permitted to impose search fees for noncommercial requests 
processed after the 20/30 day deadline
• A few agencies will automatically assign the costly commercial fee category
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Tip 14:  Avoid Asking For a Fee Waiver

• The current fee structure gives no real advantage for fee waivers

• Noncommercial requesters are not charged search fees after 30 days, review fees never

• Duplication fees are rare in the digital era

• Agencies can and do use fee waiver requests as grounds to delay processing

• Paradoxically, a fee waiver request can increase the costs of a request

• Possible exceptions:  news organization or nonprofit groups
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Tip 15:  Manage Difficult Requests Using Negotiation

• Identify and leverage the processing challenges faced by the FOIA Office
• Discuss to learn which records are simpler to retrieve or process
• For example, the earlier years of the data may be paper in boxes in storage – Just get 
the more accessible data as a first cut
• A spreadsheet may have one column that contains lots of personal data to redact -
offer to forego that column entirely

• Collaborate with the FOIA Officer -- help them out but get what you want

• Aim for a win-win outcome
• Start with a smaller portion of the request – you can go back for more later
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Tip 16:  Understand the FOIA Office’s 
Challenges Related to Your Request

• Initiate early discussions for complex, non-standard requests

• Ask about specific hurdles your request may cause
• Demonstrate flexibility and offer viable solutions to adjust your request
• Build rapport –- foster a positive relationship
• Consult with the Agency’s FOIA Public Liaison for guidance and discussions

• Some agencies’ FOIA staff are extremely helpful; others are not
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Sidebar:  Administrative Processing Notes

• You can use FOIA to get administrative processing notes and emails to learn 
what’s going on behind the scenes

• Typical language:  “I request the following records in the agency FOIA 
Office:  a copy of the contents of the administrative tracking file for my 
request 24-xxxxx, such as tracking notes, processing notes, memos, etc., and 
also any emails to, from, or within the FOIA office mentioning this request 
number.”
• You may discover a lengthy back and forth exchange discussing reasons for 
the delays, or if certain records are to be considered responsive to your request
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Tip 17:  Limit the Scope of Your Request (1)

• Limit the records timeframe; select certain offices for search

• Request a sample set – a follow up request can ask for more

• Exclude problematic spreadsheet columns or data fields

• Try asking for only the title/cover page, and first 10 pages of each document
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Tip 17:  Limit the Scope of Your Request (2)

• For extensive/complex documents, ask for just the table of 
contents
• For emails:  omit attachments, compilations of news clips, 
calendar notices
• For period reports, ask for the three most recent examples
•Resist unhelpful agency suggestions to narrow a search by 
combining keywords with AND instead of OR
• This can hobble your request
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Tip 18:  Challenge “No Record” Responses by 
Demonstrating That Records Exist

• Provide proof or instances of the records being mentioned or released

• Conduct site-specific searches on the agency website
• Review agency budget requests (CBJ’s) and annual reports
• Internet and news database searches, archive.org full text search, 
hathitrust.org, worldcat.org, etc.

• Explore repositories:  Government Attic, The Black Vault, Document Cloud
• Search federal contract data on USAspending.gov

39



Tip 19:  Ensure Agencies Provide Usable File 
Formats

•Request high quality scans at adequate resolution (dpi)
•Challenge the mindless color scans of b/w pages
• Insist on native file formats if needed for better useability
•Ask for black redactions, not white redactions
•Appeal or challenge locked files or files with restrictions
•Challenge agencies that use colored boxes for redactions, or add 
a spiderweb of lines connecting exemptions to text content
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Source:  Muckrock.com 2023 Foilies Awards; Investigative Journalist Jason Leopold
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6717836 EO 3 . 3b (3) 
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(U) As luck would have it, Murphy's Law \Vas 
operative on that day. 11. US field station ifrthe 
v1cjnity issued the SPo;r report marked {lf.~n the 
facing page. 

(U) Approximately one'.hour later, the same, 
station issued the follow-up marked {2} on the 
facing page. '' 

possibility. Sunspots? Oh, come on! Everyone 
KNOWS thatsuns=•0 don't have an immedia•~ 

~ I 
~----.1 I Ridiculous! 

~A little research revealed the following: 

. I 

• To say that there was opposition to the view 
that atmospheric disturbance wl!s the culprit 
would be putting it mildy, indeed'.,But the telling 
piece of evidence, made available ht' the NSOC 
Weather Desk, was received in a meossage from the 
Space Environment Services Center lit Boulder, 
Colorado. lt was a report of am ·or s;ir flare that 

s event was 

• Still, our brothers and sisters in some quarters 
of the intelli11cnce community saw something more ._ _____________________ sinister in this than a mere sunspot. But, a trip to 

tiil This indicated to our analysts that the answer the good old NSA Library turned up a tome that 
lay not in willful suppression of tracking, but saved the day, providing a technical explanation 
inability to communicate. What was the cause, when no other would do. Here is a copy of the 
then? Jamming? That was not considered a 

Jan-Feb 86 ' CRYPTOLOG ' page 14 
Bbdltdi Si Gilt 



43

Spiderweb 
redaction 
technique used 
by some agencies
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DEA Published Intelligence .Products -- FY 2016 to FY 2023 (as of March 9, 2023) 

BUL-203-17 
BUL-2()4-17 

BUL-205-17 

DIB-003-17 
DIB-004-17 
DIB-005-17 
DIB-006-17 

DIB-007- 17 
DIB-008-17 
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D18-010-17 
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DIR-030-17 
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DEA•Lcd O ·rations in Mexico Denies Sinaloa Cartel Hundreds or Millions in Dru I.! RcV\.'tluc 

Parodi !Tl'l Shift in !he Colombian Cocaine Threat Erner cnec or the Pacific Cartel and the FACRIM. 2016·2020 
Bitooin's Adwintag1.,-s arc Changing how Tr:.hte-Based Money Laundering is Conducted between the United States. China. and Latin 

TI1t: Central American 1 c · 1 Mom:v is Moved Thruu h Guatemala 
Renewed Inter-Cartel Violence in Ti"uana in Cri tical Dru Smu • •linl! Corridor 

Fallin• U S Price of Metham hctamine Forces Mexko's Dru • Cartel to Pursui.> Market and l>roduct Diversification 

Los Gucm:ros Unidos Capit;11izes on the tJ S Heroin Epidemic to Develop into a Tran!ln:11ional Criminal Organization of Growing 
Concern 

The CurimL~ Incident nfShiftin • Phili ine Metham hctamim: Prices 

Emer ence of the Asinn Mone Brokers in New Jersc 
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20! 7 Office of the Narcotics Control Board Dru • Tmffickin, Enforcement Goals for Northern Thailand 



Tip 20:  Appealing Denials is Often Effective (1)

• It’s important to take the time to make a good case for your appeal
• Understand the exact reasons for the withholding

• Consult the applicable section(s) of the DOJ FOIA handbook (online) to 
help determine if the denial was justified
• If you received a “no records” response, scrutinize the request language for 
overly technical interpretation or parsing of the request language
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Appealing Denials is Often Effective (2)

• Engage with participants on the FOI-L email listserv for advice
• Highlight any public interest factors that support release of the records

• The passage of time sometimes can make the records more releasable
• Collaborating with Bing Copilot can be helpful in re-wording the appeal 
story more clearly and persuasively, and folding in useful arguments
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Appealing Denials is Often Effective (3)

Some questions you can raise:   Did the agency:

• …describe applying the required foreseeable harm test?
• …describe applying the required presumption of openness?
• …describe considering use of its discretion to release records?
• …release all segregable releasable portions?
• …release all factual materials within materials deemed deliberative?
• …act in the public interest when it denied access? 
• …act reasonably in its decision?
• …fail to recognize that similar records have been previously released?
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Bonus Tip:  Share Records and Collaborate for 
Greater Impact

•Share findings
•Leverage expertise in interpreting complex requests
•Crowdsource analysis of the records
•Agencies can impede a request, but it’s harder to block 2 or 3
•You can file parallel requests for the same thing with others 
– permissible as long as you are not doing it to evade fees
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FOIA Bill of Rights:
An Idea Whose Time Has Come
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Proposal for a FOIA Bill of Rights

COMMUNICATION AND TRANSPARENCY

1) Requesters have the right to a response letter that includes the case number, 
the subject of the request, and the administrative appeal rights.

2) Requesters have the right to an estimated completion date and their 
position in the processing queue upon request.

3) Requesters have the right to know the total number of pages withheld 
from a partial or full denial.
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FOIA Bill of Rights

OPENNESS AND FAIRNESS

4) Requesters have the right to have requests processed in accordance with the 
presumption of openness, and the foreseeable harm test applied.

5) Requesters have the right to seek email searches without undue constraints.
6) Requesters have the right that release decisions are based on actual personal 

examination of responsive documents and not solely on second-hand 
information or speculative or hypothetical judgments.
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FOIA Bill of Rights

RECORD QUALITY

7) Requesters have the right to receive records not locked or encumbered by 
file restrictions, unless a legitimate reason for doing so exists.

8) Requesters have the right to released records scanned with reasonable care, 
and with reasonable image quality under the circumstances

9) Requesters have the right to receive digital records in the format of their 
choice, if the agency can produce that format without extraordinary effort.
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FOIA Bill of Rights

PROCESSING TIMELINESS

10) The agency must process referred or remanded requests according to the 
original submittal date.

11) The agency must retrieve requested records promptly after submission, to 
avoid loss or destruction of records if there is a lengthy delay in processing.
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FOIA Bill of Rights

FEES

12) Requesters are owed a good faith fee categorization, and agencies should 
consult with the requester for clarification of the fee category if the agency 
is uncertain.

13) The agency must not charge noncommercial requesters for review fees.

14) Requesters have the right to a complete and detailed fee breakdown.
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Questions?

Michael Ravnitzky
mikerav@verizon.net
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